COMMONWEALTH OF

POLICE CRIMINAL COMPLAINT

ENOLA, PA 17025
Telephone: (717)728-2805 101 2ND STREET

EAST PENNSBORO, PA 17025

PENNSYLVANIA COMMONWEALTH OF PENNSYLVANIA
COUNTY OF:CUMBERLAND VS.
Magisterial District Number: 09-1-03
MDJ: Hon. RICHARD S. DOUGHERTY DEFENDANT: (NAME and ADDRESS):
Address: 98 SOUTH ENOLA DRIVE CRAIG A. COHEN
First Name Middle Name Last Name Gen.

NCIC Extradition Code Type

[ 1-Felony Fuil [1 4-Felony No Ext. [1 B-Misdemeanor Limited [] E-Misdemeanor Pending
[J 2-Felony Ltd. [ 5-Felony Pend. [] C-Misdemeanor Surrounding States [] Distance:
X 3-Felony Surrounding States [ A-Misdemeanor Full 1 D-Misdemeanor No Extradition
DEFENDANT IDENTIFICATION INFORMATION
Docket Number Date Filed OTN/LiveScan Number | Complaint/incident Number | SID Request Lab Services?
02/24/2014 56-927 O YEs KINO
GENDER poB 05/15/1984 | POB | AdatpoB [/ / | Co-Defendant(s) [
X Male First Name Middle Name Last Name Gen.
[ Female AKA
RACE X white [ Asian [ Biack [] Native American [1 Unknown
ETHNICITY [] Hispanic DX Non-Hispanic L] Unknown
HAIR COLOR O GRY (Gray) [JRED(Red/Aubn)  [] SDY (Sandy) [ BLU (Blue) [ PLE (Purple) X BRO (Brown)
[ BLK (Black)y  [] ONG (Orange) [ wHI (White) [ xxx (Unk./Bald) ] GRN (Green) [ PNK (Pink)
1 BLN (Blonde / Strawberry)
EYE COLOR ] BLK (Black) 1 BLU (Blue) DX BRO (Brown) ] GRN (Green) [ GRY (Gray)

[1 HAZ (Hazel) [1 mAR (Maroon) 1 PNK (Pink) ] MUL (Multicolored) [ XXX (Unknown)
Driver License | state License Number’ | Expires: /[ / WEIGHT (lbs.)
DNA Ll YES X NO DNA Location
FBI Number | MINU Number | Ft. HEIGHT In.
Defendant Fingerprinted O vyes [ONO 5 | 9

Fingerprint Classification:

DEFENDANT VEHICLE INFORMATION

State Hazmat Registration Comm‘l Veh. ] School . Oth. NCIC Veh. Code Reg.
Plate # Sticker (MM/YY) / Ind. Veh. same
VIN Year | Make Model Style Color asée :

Office of the attorney for the Commonwealth [J Approved [ Disapproved because:

(The attorney for the Commonwealth may require that the complaint, arrest warrant affidavit, or both be approved by the attorney for the Commonwealth prior

to filing. See Pa.R.Crim.P. 507).

CHRISTOPHER JONES 02/24/2014
(Name of the attorney for the Commonwealth) (Signature of the attorney for the Commonwealth) (Date)
|, NICOLE L. LAUDEMAN 499
(Name of the Affiant) (PSP/MPOETC -Assigned Affiant ID Number & Badge #
of PENNSYLVANIA OFFICE OF ATTORNEY GENERAL PA0222400

(Identify Department or Agency Represented and Political Subdivision)

(Police Agency ORI Number)

do hereby state: (check appropriate box)
1. I | accuse the above named defendant who lives at the address set forth above
[ 1 accuse the defendant whose name is unknown to me but who is described as

therefore designated as John Doe or Jane Doe
with violating the penal laws of the Commonwealth of Pennsylvania at [

[0 I accuse the defendant whose name and popular designation or nickname are unknown to me and whom | have

(Subdivision Code)

{PTace-Poltical SUpdvISIon)

in CUMBERLAND County [21]

on or about NOVEMBER 10, 2013 AND FEBRUARY 24, 2014

{County Code)
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POLICE CRIMINAL COMPLAINT

Docket Number: Date Filed: OTNI/LiveScan Number Complaint/Incident Number
02/24/2014 56-927
First: Middle: Last:

Defendant Name CRAIG A ‘ COHEN

The acts committed by the accused are described below with each Act of Assembly or statute violated, if appropriate. When

there is more than one offense, each offense should be numbered chronologically.

(Set forth a brief summary of the facts sufficient to advise the defendant of the nature of the offense(s) charged. A citation to the statute(s) violated, without
more, is not sufficient. In a summary case, you must cite the specific section(s) and subsection(s) of the statute(s) or ordinance(s) allegedly violated. The
age of the victim at the time of the offense may be included if known. In addition, social security numbers and financial information (e.g. PINs) shouid not
be listed. If the identity of an account must be established, list only the last four digits. 204 PA.Code §§ 213.1 - 213.7.)

Inchoate | [J Attempt [ Solicitation [ Conspiracy
Offense 18901 A 18902 A 18 903
O |14 |6312 ©(1) |otte |18 4 F3
Lead?  Offense# Section Subsection PA Statute (Title) Counts Grade NCIC Offense Code UCR/NIBRS Code
PennDOT Data Accident
(if applicable) Number [1 Safety Zone ] Work Zone

Statute Description (include the name of statute or ordinance): SEXUAL ABUSE OF CHILDREN (DISSEMINATION OF CHILD PORNOGRAPHY)

Acts of the accused associated with this Offense: On or about November 10, 2013, the defendant knowingly distributed, delivered,
disseminated, transferred, displayed or exhibited to others, or possessed for the purpose of distribution, delivery, dissemination, transfer, display or
exhibition to others, any book, magazine, pamphlet, slide, photograph, film, videotape, computer depiction, or other material depicting a child under the age
of 18 years of age engaged in a prohibited sexual act or simulation of such act; to wit: Defendant used a communication facility to disseminate four (4)
images or similar representation depicting a child under 18 years of age in a state of nudity for the purposes of sexual arousal or gratification of any viewer
and/or engaging in sexual activity or with lewd exhibition of genitalia, or in prohibited sexual acts, in violation of the Pennsylvania Crimes Code Section

6312(c)(1). a felonv of the third dearee.

Inchoate | [] Attempt [ Solicitation [] Conspiracy
Offense 18901 A 18902 A 18 903
O |58 6312 (D)(1) |orte |18 F3
Lead?  Offense# Section Subsection PA Statute (Title) Counts Grade NCIC Offense Code UCR/NIBRS Code
PennDOT Data Accident
(if applicable) Number [ safety Zone O Wgrk Zone

Statute Description (include the name of statute or ordinance): SEXUAL ABUSE OF CHILDREN (POSSESSION OF CHILD PORNOGRAPHY)

Acts of the accused associated with this Offense: On or about February 24, 2014, the Defendant knowingly viewed, possessed, or exercised
control over any slide, photograph, film, videotape, computer depiction or other material depicting a child under the age of 18 years engaging in a
"prohibited sexual act' or in the simulation of such act, as defined in this section; or in a state of nudity for the purposes of sexual arousal or gratification of
any viewer or with lewd exhibition of genitalia; to wit: Defendant used a communication facility to obtain, view, control and otherwise possess at least four
(4) visual images or videos or similar representations depicting children under 18 years of age in a state of nudity for the purposes of sexual arousal or
gratification of any viewer and/or engaging in sexual activity or with lewd exhibition of genitalia, or in prohibited sexual acts, in violation of the Pennsylvania

Crimes Code Section 6312(d)(1). a felonv of the third dearee.

Inchoate | [] Attempt [ Solicitation [1 Conspiracy
Offense 18907 A 18902 A 18 903
Olo |7512 (A) | ofthe | 18 1 F3
Lead?  Offense# Section Subsection PA Statute (Title) Counts Grade NCIC Offense Code UCR/NIBRS Code
PennDOT Data Accident
(if applicable) Number [ Safety Zone 1 Work Zone

Statute Description (include the name of statute or ordinance): CRIMINAL USE OF A COMMUNICATION FACILITY

Acts of the accused associated with this Offense: During the time period referenced above, Defendant knowingly or recklessly used a
communication facility, as defined in this section, to commit, cause or facilitate the commission or attempt thereof, any crime, which constitutes a felony
under Title 18 Pa. C.S., namely, possession of images depicting sexual abuse of children as defined in section 6312(d)(1), graded as a felony of the third
degree, in violation of the Pennsylvania Crimes Code Section 7512(a), a felony of the third degree.

AOPC 412A — Rev. 07/10 | ' | Page_ of
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POLICE CRIMINAL COMPLAINT

Docket Number: Date Filed: OTN/LiveScan Number Complaint/incident Number
02/24/2014 56-927
First: Middle: Last:

Defendant Name CRAIG A. COHEN

2. 1 ask that a warrant of arrest or a summons be issued and that the defendant be required to answer the charges | have
made.

3. | verify that the facts set forth in this complaint are true and correct to the best of my knowledge or information and belief.
This verification is made subject to the penalties of Section 4904 of the Crimes Code (18 Pa.C.S. § 4904) relating to
unsworn falsification to authorities.

4. This complaint consists of the preceding page(s) numbered 1 through 6.

The acts committed by the accused, as listed and hereafter, were against the peace and dignity of the Commonwealth
of Pennsylvania and were contrary to the Act(s) of the Assembly, or in violation of the statutes cited.

(Before a warrant of arrest can be issued, an affidavit of probable cause must be completed, sworn to before the
issuing authority, and attached.) :

NICOLE L. LAUDEMAN 02/24/2014

(Date) (Signature of Affiant)

AND NOW, on this date | certify that the complaint has been properly completed and verified.

An affidavit of probable cause must be completed before a warrant can be issued.

(Magisterial District Court Number) (Issuing Authority)

AOPC 412A — Rev. 07/10 - | - o | Page _ of _

N




POLICE CRIMINAL COMPLAINT

Docket Number: Date Filed: OTN/LiveScan Number Complaint/Incident Number

02/24/2014 56-927
fendant N . First: Middle: Last:
Defendant Name: CRAIG A COHEN

AFFIDAVIT of PROBABLE CAUSE

Your Affiant, Nicole L. Laudeman is a Special Agent with the Pennsylvania Office of Attorney General’s Child
Predator Section. Your Affiant is assigned to the Internet Crimes Against Children (ICAC) Task Force which is
comprised of Federal, State, and Local Law Enforcement. The task force is responsible for conducting
undercover online investigations, responding to complaints regarding children sexually exploited via the
Internet, conducting community education programs and monitoring of the Internet for the bartering in child
pornography. Your Affiant has been investigating Internet Crimes Against Children since April 2012. Your
Affiant has attended multiple training courses that focused on Internet Crimes against Children, including
computer-based offenses. Those training courses include, but are not limited to: ICAC Undercover Chat
Investigations Training Program, Innocent Images Online Basics Training Program, ICAC Ares, Bit-Torrent,
and eMule Investigations, and Wiretap and Electronic Surveillance Training. Before being employed as a
Special Agent with the Pennsylvania Office of Attorney General, your Affiant was employed as an Investigator
in the Tobacco Enforcement Section of the Pennsylvania Office of Attorney General, from October 2008 to
April of 2012,

Part of your Affiant’s duties includes investigating violations of state law, such as the online exploitation of
children. In particular, violations of Title 18, Section 6312, that criminalizes the possession, receipt, and
transmission of child pornography. Your Affiant has gained experience conducting such investigations through
training seminars, classes and consistent work assignments. Your Affiant has also been trained in the
investigation of persons using peer to peer file sharing programs on the Gnutella, ARES and BitTorrent
networks to obtain digital media files consisting of child pornography.

A common and growing phenomenon on the Internet is peer to peer (hereinafter referred to as “P2P”) file
sharing. P2P file sharing is a method of communication available to Internet users through the use of special
software programs. P2P file sharing programs allow groups of computers, using the same file sharing network
and protocols, to transfer digital files from one computer system to another while connected to a network,
usually on the Internet. There are multiple types of P2P file sharing networks on the Internet. To connect to
a particular P2P file sharing network, a user first obtains a P2P client software program from the Internet.

I, NICOLE L. LAUDEMAN, BEING DULY SWORN ACCORDING TO THE LAW, DEPOSE AND SAY THAT THE FACTS
SET FORTH IN THE FOREGOING AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY KNOWLEDGE,
INFORMATION AND BELIEF.

(Signature of Affiant)

Sworn to me and subscribed before me this day of

Date , Magisterial District Judge

My commission expires first Monday of January,

AOPC 411C — Rev. 07/10 ' | Page 1of




POLICE CRIMINAL COMPLAINT
AFFIDAVIT CONTINUATION PAGE

Docket Number: Date Filed: OTN/Live Scan Number Complaint/Incident Number
02/24/2014 56-927

First: Middle: Last:

Defendant Name: CRAIG A COMEN

AFFIDAVIT of PROBABLE CAUSE CONTINUATION

program is installed and configured to share media files on that user’s computer.

In general, P2P client software allows the user to set up files and directories on a computer to be shared on a
P2P file sharing network with other users running compatible P2P client software. Files from others can be
obtained in many ways, i.e., manual searches, browsing networked computers, or browsing systems
downloading your files.

P2P file sharing networks, including the BitTorrent network, are frequently used to trade digital files of child
pornography. These files include both images and video files.

Computer/ Internet and Pornography Definitions

The following are definitions and terms related to computers, the Internet and this investigation:

Internet Protocol (IP) Number:

IP Numbers are a unique set of numbers consisting of 4 parts separated by dots, e.g., 165.113.245.2. This is
used to identify devices on the Internet/Network. Every machine that is on the Internet has a unique IP number
which can be used to track the location of a device. IP numbers are globally unique numeric identifiers that
computers use to identify hosts and networks connected to the Internet.

American Registry of Internet Numbers (ARIN):

ARIN is a nonprofit organization that manages the IP Number resources throughout the Internet for North
America, a portion of the Caribbean and sub-equatorial Africa. This free resource is used to determine the
Internet Service Provider (ISP) for a specific IP number. Other registry organizations are responsible for
registering and maintaining domain names. Domain names are commonly used as unique [word] identifiers that
are translated into numeric addresses (IP numbers). Ex. www.google.com refers to 216.239.51.99.

Child Pornography:

"Child Pornography" - any book, magazine, pamphlet, slide, photograph, film, videotape, computer depiction or
other material depicting a child under the age of 18 engaged in a prohibited sexual act or in the simulation of
such act.

Prohibited Sexual Act: :

Prohibited sexual act (as used in section 6312 of the PA Crimes Code) - sexual intercourse, masturbation,
sadism, masochism, bestiality, fellatio, cunnilingus, lewd exhibition of the genitals or nudity if such nudity is
depicted for the purpose of sexual stimulation or gratification of any person who might view that depiction.

{Signature of Affiant)
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" POLICE CRIMINAL COMPLAINT
AFFIDAVIT CONTINUATION PAGE

Docket Number: ’Date Filed: OTN/Live Scan Number Complaint/Incident Number
02/24/2014 56-927

First: Middle: Last:

Defendant Name: CRAIG A COHEN

AFFIDAVIT of PROBABLE CAUSE CONTINUATION

Secure Hash Algorithm - 1 (SHA-1):

SHA-1 is a mathematical algorithm that allows for the fingerprinting of files. Software utilities are used to
“hash” a file to determine a unique identifying SHA1 value. This “fingerprint” is a fixed-length unique
identifier for that file that does not change from system to system unless the file is modified. The SHA1 hash is
the current Federal Information Processing and Digital Signature Algorithm. The SHAT is called secure
because it is computationally infeasible for two files with different content to have the same SHA1 hash value
thus enabling investigators to positively identify contraband files being offered for download.

Torrent File:

A torrent file is typically a small file that describes the files that are being shared, which may include
information on how to locate the files on the BitTorrent network. It is important to note that the torrent file does
not contain the actual files being shared, but information about the files described in the torrent, such as the
names of the files being referenced in the torrent and the info hash of the torrent.

Info Hash:

The info hash is a SHA-1 hash value of the set of data describing the files referenced in the torrent, which
include the SHA-1 hash value of each file piece, the file size, and the file names. The info hash of each torrent
uniquely identifies the torrent file on the BitTorrent network.

Probable Cause and Investigation Background

In order to download child pornography images/digital media files, an individual opens the P2P application on
his/her computer and can search for files using a keyword such as "preteen sex or PTHC." The search is sent
out over the network of computers using compatible P2P software. The results of the search are returned to the
user's computer and displayed. The user selects from the results displayed of the file(s) he/she wants to
download. The file is downloaded from computers hosting the file. The file(s) that are downloaded are stored
on the computer, by default, in a shared folder. The files will remain until moved or deleted.

One of the advantages of P2P file sharing is that multiple files may be downloaded simultaneously. This means
that the user can download more than one file at a time. In addition, a user may download parts of one file from
more than one source computer at a time. For example, an ARES user downloading an image file may actually
receive parts of the image from multiple computers. The benefit of this is that it speeds up the time it takes to
download the file, Often, however, a user downloading an image file receives the entire image from one
computer. This is specifically setup in the law enforcement software version. Another feature of the ARES
network is the browsing of all publicly available files a particular host computer is sharing. The P2P program
allows users to see all of the files that an individual user is sharing. Files that have not been completely
downloaded are not seen in that list. Only those that are completely downloaded and being shared will be

{Signature of Affiant)
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POLICE CRIMINAL COMPLAINT
AFFIDAVIT CONTINUATION PAGE

Docket Number: Date Filed: OTN/Live Scan Number Complaint/Incident Number
02/24/2014 56-927
First: Middle: Last:
Defendant Name: CRAIG A COHEN

AFFIDAVIT of PROBABLE CAUSE CONTINUATION

displayed. A user may also add other files into this shared file list which were not downloaded by this client,
but on the computer. These downloads are traced by the IP address of the client/host as described above.

The computer running the file sharing application has an IP address assigned to it while it is on the Internet.
Investigators are able to see the IP address of any computer system sharing files. Investigators can then search
public records (ex. ARIN) that are available on the Internet to determine the Internet service provider who has
assigned that IP address and providing the connection. Based upon the IP address assigned to the computer
sharing files, subscriber information such as physical address is obtained.

On November 10, 2013, your Affiant was conducting an online Internet investigation to identify those
possessing and sharing child pornography using the BitTorrent P2P file sharing network. This P2P client
allows investigators to download files from one source at a time so the investigator can be certain that the
suspected child pornography file was downloaded in its entirety from one source. At this time, your Affiant
identified a computer with the IP Address 71.207.44.153 as a potential download candidate. Your Affiant
directed an investigation to this computer at IP address 71.207.44.153 as it had been recently associated with
investigative files of interest by investigators conducting keyword searches or hash value searches for files
related to child abuse material including child pornography on the BitTorrent network.

During the investigation the BitTorrent client on the computer with IP address 71.207.44.153, reported its
version as ACEStream 2.0.

On November 10, 2013 between 1606 hours EST and 1834 hours EST, your Affiant was able to make a direct
connection to the host computer at IP address: 71.207.44.153 and successfully download content from a file -
with the following info hash: 9079954ca21a946983ad2d3d0714cb05e96aaefd; that the computer at said IP
address was making publicly available for download. Specifically, your Affiant downloaded (663) of (706)
pieces of the aforementioned info hash that host computer was making available.

Please note that a .torrent file can contain multiple files/ pieces within its structure. This .torrent file contains
(1) file in its structure. However, not all file(s)/ pieces may be completely downloaded. The following file was
downloaded and viewed by your Affiant: Preteen Boys Pedo Gay. Your Affiant avers that this file appears to
depict children, under the age of eighteen (18) years old engaged in sexual acts and/or pose, and is believed to
be child pornography in violation of Pennsylvania Crimes Code Section 6312 - Sexual Abuse of Children.

Additionally, on November 10, 2013, between 1654 hours EST and 1704 hours EST, your Affiant was able to
make a direct connection to the host computer at IP address: 71.207.44.153 and successfully download content
from a file with the following info hash: 7c2feeda02eed11{662639147372fdd0206600b6; that the computer at

{Signature of Affiant}
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POLICE CRIMINAL COMPLAINT
AFFIDAVIT CONTINUATION PAGE

Docket Number: Date Filed: OTN/Live Scan Number Complaint/Incident Number
02/24/2014 56-927
: First: Middle: Last:
Defendant Name: CRAIG A COHEN

AFFIDAVIT of PROBABLE CAUSE CONTINUATION

said IP address was making publicly available for download. Specifically, your Affiant downloaded (648) of
(648) pieces of the aforementioned info hash that host computer was making available.

As stated above, a .torrent file can contain multiple files/ pieces within its structure. This .torrent file contains
(1) file in its structure. The following file was downloaded and viewed by your Affiant: Gay Pedo bibcam
Boys 13Yo 14Yo caricia e sexo. Your Affiant avers that this file appears to depict children, under the age of
eighteen (18) years old engaged in sexual acts and/or pose, and is believed to be child pornography in violation
of Pennsylvania Crimes Code Section 6312 - Sexual Abuse of Children.

Additionally, on November 10, 2013, between 1834 hours EST and 1841 hours EST, your Affiant was able to
make a direct connection to the host computer at IP address: 71.207.44.153 and successfully download content
from a file with the following info hash: 74e7b8fa25851b7bb0280685f3cb6b774£752¢69; that the computer at
said IP address was making publicly available for download. Specifically, your Affiant downloaded (953) of
(953) pieces of the aforementioned info hash that host computer was making available.

As stated above, a .torrent file can contain multiple files/ pieces within its structure. This .torrent file contains
(1) file in its structure. The following file was downloaded and viewed by your Affiant: bibcam - 12yo and
14yo boys blow and fuck for a long time. HiRes. Gay, Pedo, Preteen, PJK. Your Affiant avers that this file
appears to depict children, under the age of eighteen (18) years old engaged in sexual acts and/or pose, and is
believed to be child pornography in violation of Pennsylvania Crimes Code Section 6312 - Sexual Abuse of
Children.

Additionally, on November 10, 2013, between 2109 hours EST and 2132 hours EST, your Affiant was able to
make a direct connection to the host computer at IP address: 71.207.44.153 and successfully download content
from a file with the following info hash: 6ee0dd536ea8643057943caf28f79c6¢2c571b81; that the computer at
said IP address was making publicly available for download. Specifically, your Affiant downloaded (1672) of
(1672) pieces of the aforementioned info hash that host computer was making available.

As stated above, a .torrent file can contain multiple files/ pieces within its structure. This .torrent file contains
(1) file in its structure. The following file was downloaded and viewed by your Affiant: Color Climax -
Preteen Bisex Orgy (Yes-real preteens)- 2 Boys (8Yr) & 2 Girls (12Yr) (12.41 min). Your Affiant avers
that this file appears to depict children, under the age of eighteen (18) years old engaged in sexual acts and/or
pose, and is believed to be child pornography in violation of Pennsylvania Crimes Code Section 6312 - Sexual
Abuse of Children.

Your Affiant’s P2P application created log files documenting the start and end time for the downloaded content,
file name, file size, IP address among other evidence artifacts.

{Signature of Affiant}
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POLICE CRIMINAL COMPLAINT
AFFIDAVIT CONTINUATION PAGE

Docket Number: Date Filed: OTN/Live Scan Number Complaint/Incident Number
02/24/2014 56-927

First: Middle: Last:

Defendant Name: CRAIG A COHEN

AFFIDAVIT of PROBABLE CAUSE CONTINUATION

A check of publicly available records located online by an organization known as the American Registry of
Internet Numbers (ARIN), determined that IP address 71.207.44.153 was assigned to a company known as
Comcast Cable Communications. Comcast Cable Communications is an Internet Service Provider (ISP) which
provides Internet access to customers in the Commonwealth of Pennsylvania.

On November 18, 2013, your Affiant applied for and received a Court Order from the Dauphin County Court of
Common Pleas directing Comcast Cable Communications to release subscriber and other pertinent information
regarding the user identified with IP: 71.207.44.153. Your Affiant faxed the Court Order to Comcast Cable
Communications the same day. On November 18, 2013, Comcast Cable Communications responded to the
Order with identifying information.

Comcast Cable Communications indicated in their response that “Craig Cohen” is the account holder and
subscriber assigned the IP address in question when the aforementioned activity occurred on November 10,
2013. Furthermore, Comcast Cable Communications provided the following service address for Craig Cohen:
“101 2" Street, Summerdale, PA 17093”

On November 19, 2013, your Affiant conducted a query within the Pennsylvania Justice Network (JNET) portal
to determine whether the Pennsylvania Department of Transportation (PennDOT) had any driver demographic
information pertaining to Craig Cohen (DOB: 05/15/1984). PennDOT records indicated that Craig Cohen has a
driver license registered to the following address: 101 2" Street, East Pennsboro, PA 17025. PennDOT records
indicated Craig Cohen has a 2006 Pontiac registered to his name.

On February 24, 2014, at approximately 0855 hours EST, Agents from the Pennsylvania Office of Attorney
General and the East Pennsboro Township Police Department executed a search warrant on the residence of 101
2" Street, Fast Pennsboro, PA 17025. The purpose of the search warrant was to identify the individual who
was using the BitTorrent P2P file-sharing program to download and disseminate child pornography. Upon
executing the search warrant, no one was encountered at the residence.

Upon executing the search warrant, one desktop computer, one laptop computer, one external hard drive, and
various other electronic media were found throughout the residence. While executing the aforementioned
warrant some of the devices were previewed and/or examined by qualified computer forensic examiners from
the Pennsylvania Office of Attorney General’s Computer Forensics Unit. During the preview of these devices,
child pornography media files were discovered.

SSA Soop from the Pennsylvania Office of Attorney General’s Computer Forensics Unit previewed the desktop
and laptop computers on scene. SSA Soop verified that the BitComet and Frostwire file sharing programs were
on the laptop computer’s hard drive. SSA Soop verified that the Torrent Stream file sharing program is on the

{Signature of Affiant)
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POLICE CRIMINAL COMPLAINT
AFFIDAVIT CONTINUATION PAGE

Docket Number: Date Filed: OTN/Live Scan Number Complaint/Incident Number
02/24/2014 56-927

First: Middle: Last:
CRAIG A. COHEN

Defendant Name:

AFFIDAVIT of PROBABLE CAUSE CONTINUATION

desktop computer’s hard drive. SSA Soop informed your Affiant that the forensic preview noted that the user
had recently opened and viewed multiple files with file names clearly indicative of child pornography. SSA
Soop informed your Affiant that he found seven (7) .Ink files on the desktop computer under the user name
“Craig”. The file names found were as follows:

Item Path 2\D\Users\Craig\AppData\Roaming\Microsoft\Windows\Recent\!!!!!!RBV 38 kdv bibcam
gerbys pthe boys hmv s00 (Real).Ink
File Created 11/16/13 11:58:52 AM

2) bibcam - 12yo and 14yo boys blow and fuck for a long time. HiRes. Gay, Pedo, Preteen, PJK..Ink

Item Path 2\D\Users\Craig\AppData\Roaming\Microsoft\Windows\Recent\bibcam - 12yo and 14yo boys
blow and fuck for a long time. HiRes. Gay, Pedo, Preteen, PJK..Ink

File Created 11/10/13 01:42:14 PM

3) Gay Pedo bibcam Boys 13Yo 14Yo caricia e sexo.Ink

Item Path 2\D\Users\Craig\AppData\Roaming\Microsoft\Windows\Recent\Gay Pedo bibcam Boys 13Yo
14Yo caricia e sexo.lnk

File Created 12/14/13 01:12:49 PM

4) ESP 12yo fuck 10yo Boy 10yo suck 14yo Boy.Ink

Item Path 2\D\Users\Craig\AppData\Roaming\Microsoft\Windows\Recent\ESP 12yo fuck 10yo Boy 10yo
suck 14yo Boy.Ink '

File Created 12/12/13 06:45:46 PM

5) Boys Bill & Ted (12-14Yo).Ink
Item Path 2\D\Users\Craig\AppData\Roaming\Microsoft\Windows\Recent\Boys Bill & Ted (12-14Yo).Ink
File Created 12/07/13 09:26:01 AM

6) New! 2005 (kdv pjk rbv bibcam hmv )-preteen boys fuck in hotel room excellent quality and angles
older boy cums.Ink

Item Path 2\D\Users\Craig\AppData\Roaming\Microsoft\Windows\Recent\New! 2005 (kdv pjk rbv bibcam
hmv )-preteen boys fuck in hotel room excellent quality and angles older boy cums.Ink

File Created 12/20/13 05:52:00 AM

7) Gay-Thai Preteen Boys.lnk
Item Path 2\D\Users\Craig\AppData\Roaming\Microsoft\Windows\Recent\Gay-Thai Preteen Boys.Ink

{Signature of Affiant)
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Defendant Name: CRAIG A. COHEN

AFFIDAVIT of PROBABLE CAUSE CONTINUATION
File Created 12/31/13 09:49:16 AM

At approximately 1000 hours EST, SA Hasenauer and your Affiant arrived at Craig Cohen’s workplace. At
approximately 1006 hours EST, your Affiant Mirandized Craig Cohen. Mr. Cohen waived his rights, thus
agreeing to talk with SA Hasenauer and your Affiant.

Mr. Cohen stated that he had two computers in his house, a laptop computer and a desktop computer. Mr.
Cohen stated that he also had an external hard drive in his residence as well as a few thumb drives. Your
Affiant asked Mr. Cohen if he uses any file-sharing programs to which he stated that he has used Torrent
Stream to view torrents. When asked about downloading child pornography, Mr. Cohen stated that he would
like an attorney. Questioning then stopped between

Based on the information listed above, your Affiant requests an arrest warrant be issued for Craig A. Cohen.

{Signature of Affiant)
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